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Cybersecurity and data protection in Chinese healthcare industry

B BT AT 4% 2 & 5 X RS

by Alan Zhou | Charlene Huang

Scope of this note
Booming value of big data versus cybersecurity and data protection
Legislative background and rationale
Legal framework: overview
National and industry legislation on cybersecurity and data protection: summary
Healthcare data
Cybersecurity obligations
Security protection
Data localisation for Cll operators
Utilisation and localisation for health and medical big data
Data privacy obligations
Data export implications
Violation liabilities
Civil liabilities
Administrative liabilities
Criminal liabilities
Information governance: best practices for healthcare industry
For medical institutions and their co-operators or investors
For pharmaceutical companies

An overview of the regulatory environment for cybersecurity and data protection in the Chinese healthcare
industry. The note introduces the evolving Chinese cybersecurity regime and its implications on the
healthcare industry. It focuses on cybersecurity protection, data localisation, data export and other issues
that pharmaceutical companies and medical institutions operating in China (or their overseas investors)
need to be aware of.
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Scope of this note
This note provides an overview of the legal framework for cybersecurity and data protection in the Chinese

healthcare industry, looking at the national legal regime and sector-specific legislation affecting the
healthcare industry.

The note analyses the types of healthcare data and maps them with specific types of data regulated
under national and industry legislation. It addresses issues that might be encountered by pharmaceutical
companies and medical institutions, in particular regarding the utilisation, local storage and cross-border
transfer of patient data (including personal information and aggregate data). The note also lists the civil,
administrative and criminal liabilities for various breaches and discusses information governance best
practices for healthcare market players.

Booming value of big data versus cybersecurity and data protection
With the rapid development of cloud computing and the internet of things (IoT) technology, the e-health
industry has been increasingly promoted. Well-known products of the e-health market include:

. Large-scale applications of electronic medical records (EMR) by medical institutions.

. Booming co-operations among pharmaceutical companies, technology giants and medical service
providers in mobile health and online hospitals.

Chinese authorities, local and multinational market players realise the tremendous economic value of
aggregate data (such as the patient behaviour pattern, medical or health statistics and so on).

Against this backdrop, legislation needs to balance the interests of various groups, including:

. State interest.
. Data sovereign.
. Privacy protection.

. Sustainable incentives to the e-health market.

Legislative background and rationale

Before 2013, Chinese legislation regarding cybersecurity and data protection mainly focused on the
telecommunications industry, by requiring internet service providers to take security protection measures
on their computer systems and networks. The regime was enforced by the Ministry of Public Security (MPS)
to protect users' personal information under the governance of the Ministry of Industry and Information
Technology (MIIT).

Subsequently, with the rising threat of cyber-attacks and the uncovered PRISM incident (that is, the US
surveillance programme), many countries (such as the US, EU, Japan, and Australia) tightened the
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legislation of cybersecurity from the perspective of data protection and safeguarding sovereignty. In such
an environment China is on the alert for potential security risks.

In February 2014, the Office of the Central Leading Group for Cyberspace Affairs (OCLGCA) was
established specifically for the development of overall strategies and policies on cybersecurity in China, with
President Xi Jinping being the head officer. In March 2018, the leading group was elevated into a more
powerful commission, namely, the Central Cyberspace Affairs Commission (CCAC) (7 J& % 4% 22 4= Fl{5 &
7 11 £),as part of the 2018 government institutional reform (see Practice note, Understanding the 2018
government institutional reform: China: Elevated party leadership and control).

Since April 2014, the former OCLGCA (and the CCAC) office has been directly supervising the
operation of the Cyberspace Administration of China (CAC), which in turn is responsible for cyberspace
security and internet content regulation.

The legislative rationale behind the central government to strengthen the Chinese legal system of
cybersecurity comes from the following motivations:

. Emphasising cyber and data sovereignty. Establishing a safety supervision system on cross-border data
transfers to ensure the safety of national basic data or sensitive information, was identified as one of the key
national tasks (Notice of State Council on the 13th Five-Year National Information Plan 2016 ([ 45 fi¢ 5% T-E

Kt =HE A AR R ).

. Protecting personal information. Since 2012, the central government has emphasised the legislative
planning to improve the protection of personal information and privacy from misappropriation (Decision of
the Standing Committee of the National People's Congress on Strengthening Network Information
Protection 2012).

OnJune 1, 2017, the Cybersecurity Law of the People's Republic of China 2016 (2016 Cybersecurity Law)
took effect, which constitutes one of the legal foundations for cybersecurity and data protection in China.
The law provides that the state enhances network management to safeguard sovereignty, security and
development interests of cyberspace in the state.

Notably in the five-year legislative plan of the 13th National People's Congress (NPC) Standing Committee released
in September 2018, Personal Information Protection Law and Data Security Law appear as category | legislative
items. This means the Standing Committee considers them as relatively mature bills, which are in a position of
being submitted for deliberation within the five-year tenure of the 13th NPC. (See Legal update, 13th NPC Standing
Committee releases five-year legislative plan.)

Legal framework: overview
The current legislation structures the framework respectively from civil, administrative and criminal
perspectives, to secure cybersecurity and data sovereignty and to protect personal information.

Specifically for the healthcare industry, the former National Health and Family Planning Commission
(NHFPC) issued several departmental rules to protect aggregate data and personal information generated
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in this industry.

As part of the 2018 government institutional reform, the State Council established three new regulators,
namely, the National Health Commission (NHC) ([E 5 P4 f@ % 71 4%), State Medical Insurance
Administration (SMIA) ([E 5 &7 &% J5)and State Medical Insurance Administration (SMIA) ([ X &7
{r [ f5)) by integrating the function of several others. The NHC, replacing the NHFPC for the

administration of health-related policies and medical and healthcare reforms, assumes the responsibility
of guiding, administrating and supervising the utilisation of health data.

For detailed coverage of the healthcare institutional reform, see Practice note, Understanding the 2018 government
institutional reform: China: Healthcare.

As a result, business operators in the healthcare industry not only need to follow the rules under
the general cybersecurity and data protection regime, but also must comply with the sector rules
formulated by the NHC.

National and industry legislation on cybersecurity and data protection:
summary

Civil

. General Provisions on the Civil Code of the People's Republic of China 2017 (2017 Civil Code
Provisions). (For a general discussion on the implications of this development, see Legal update,
China enacts general provisions of civil code.)

. Tort Liability Law of the People's Republic of China 2009. (For a general discussion on tort law
implications on data privacy issues, see Practice note, Data privacy in China: 2009 Tort Law.)

Cybersecurity

. 2016 Cybersecurity Law. (For an overview of this cybersecurity regime, see Legal update, China
passes Cybersecurity Law.)

. Measures for Security Review of Network Products and Services (For Trial Implementation)
2017. (For more information on this development, see Legal update, CAC issues trial measures
on security review of network products and services.)

. Emergency Response Plan for Cybersecurity Incidents 2017 ([E 5% W & 4 4= S4B s TR ). (For
detailed discussions on this plan, see Article, Petya attack calls for emergency plan: what should
Chinese companies do?: Structure and key provisions of the plan: table.)

Criminal

. Amendment (1X) to the Criminal Law of the People's Republic of China 2015 (2015 Criminal Law
Amendment (1X)). (For a general discussion on data privacy criminal offences, see Practice note,
Data privacy in China: 1997 Criminal Law.)
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Interpretation on Several Issues on the Application of Law to the Adjudication of Criminal Cases
involving the Infringement of Citizens' Personal Information 2017 (2017 Judicial Interpretation on
Privacy Criminal Offences) (¢ T- BRI A RA NS B FH SR E HEEE T

in] /B A # ). (For more information on this development, see Legal update, SPC and SPP release

interpretation on criminal infringement of personal information.)

Healthcare departmental rules
. Administrative Measures for Population Health Information (for Trial Implementation) 2014
(2014 Population Health Information Measures).

«  Regulations for Medical Institutions on Medical Records Management 2013 (%7 HL ¥4 3 % B

FE).
. EMR Administrative Measures (for Trial Implementation) 2017 (Ff,7-J 7 5 4 BEAR TS G
7).

. Measures on the Administration of National Health and Medical Big Data Standards, Security and
Services (Trial) 2018 ([ Z il Fi = J7 KR bRtk . MRS E H/ME GR1T) )(2018 Health and
Medical Big Data Measures). (For more coverage on this development, see Legal update, NHC
issues guidelines on health and medical big data standards, security and services.)

National standards

. Information Security Technology — Personal Information Security Specifications (GB/ T
35273-2017) ({5 B % & AN NG B 224 H17E) (2017 Personal Information Security
Specifications). Its revised draft was released on 1 February 2019 for public consultation. (For
more coverage, see Legal updates, TC 260 issues national standard on personal information
security and TC 260 circulates draft amendments to personal information security standard.)

. The draft version of Information Security Technology - Guide for Health Information Security ({5
Bz AR B BT 15 B %445 79) (Draft Guide for Health Information Security), which was
released on 26 December 2018 for public consultation.

Healthcare data
In the healthcare industry, the following information is normally of interest to market
players:

. Basic information of both physicians and patients (including any such person's name, gender, age,
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identity number, birthday, contact information and address, behaviour pattern and so on)
(collectively mentioned as Individual Basic Information).

. Information in relation to medical records, including for example, personal and family medical
history, and outpatient, inpatient and discharge records (collectively mentioned as Medical
Records).

. Medical prescription or consumption records (collectively mentioned as Medical Prescription Records).

. Other operation information of medical institutions (collectively mentioned as Other Ml Operation
Information).

Mapping the existing legal framework, healthcare information may fall into one or more types of data.

Personal information and sensitive personal information

Since there is no single overarching law, there is also no uniform definition of "personal information" in

China. Article 76(5) of the 2016 Cybersecurity Law defines personal information as various types of:

"information that can be used separately or in combination with other information to
identify a natural person, including the person's name, birthday, identity number,
personal biological identification information, address and telephone number."

The non-binding 2017 Personal Information Security Specifications and its revised draft define personal
information as:

"information recorded by electronic or other means that can be used alone or in
combination with other information to identify a natural person's identity or reflect the
activities of a natural person, such as name, date of birth, identity document number,
account password, property status, and location."

Specifically, "sensitive personal information” is defined as information that, if disclosed or modified,
could have an adverse effect on the data subject. Examples include the data subject's identity document
number, individual biometric information, bank account number, correspondence records and contents,
property information, credit information, whereabouts, lodging information, health and physiological
information and transaction information and personal information of children under 14 years old.
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The Draft Guide for Health Information Security introduces the concept of "personal health information”
as:

“information that can be used alone or in combination with other information to
identify a specific natural person's mentor or physical health information, involving
the individual's previous, current or future mentor or physical health conditions, medial
services accepted and corresponding payment records."

Based on above definitions, personal health information is one type of sensitive personal information,
and its utilisation should not only follow the general rules and requirements regarding personal
information, but also comply with any special rules regarding sensitive personal information.

From this perspective,

. Individual Basic Information is deemed as personal information.

. Medical Records and Medical Prescription Records, if sufficiently specific and detailed, might
constitute personal health information and sensitive personal information as well.

(For detail on what constitutes personal information under national and industry legislation, see Practice note, Data
privacy in China: What constitutes personal information?.)

Cll data

Cll refers to the critical information infrastructure in important industries and sectors, the damage,
disable, disclosure of data of which may severely threaten the national security, national economy, social
and public interests (Article 31, 2016 Cybersecurity Law). The scope of Cll and the ways to identify ClII
are yet to be promulgated. It is proposed that the healthcare industry can fall into the ambit of Cll (Article
18, Rules on the Protection of Critical Information Infrastructure Security (Draft for Comments) 2017 (5<%

& BIERI i 22 A R4 &) (MEsR & WA ). If medial institutions are viewed as Cll operators (which is
likely given the various CIl security protection drafts circulated in the last couple of years), personal
information and important data collected and generated during their operation might be deemed as ClI
data. Specifically, this could cover all the following information:

. Individual Basic Information.

. Medical Records.

. Medical Prescription Records.

. Other MI Operation Information.
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Health and medical big data

Big data is aggregate data characterised by its volume, velocity, variety and value, the utilisation of
which is aimed to discover, develop and improve new knowledge, technology and value (Action Plan to
Improve Big Data Development 2015 ({ig i#f K& & AT B ).

For health and medical big data, it could be traced back to the concept of "population health data",
meaning basic demographic information, medical and healthcare services information and other health
information generated during the operation of all types of medical institutions in China (Article 3, 2014
Population Health Information Measures). This can include e-health files, e-medical records and
health statistics information (NHFPC's Interpretation of the 2014 Population Health Information Measures
(N D s B GRIT) ##1L)).Although the 2014 measures do not specifically use the term
"health and medical big data", the rationale behind the measures is centralisation of big data generated by
various medical institutions during their medical activities, and management of the data through a unified
platform.

On 24 January 2017, the former NHFPC promulgated its 13th Five-Year National Information Plan on Population
Health Information ("= "4 E A C{i# 5 {5 B AL & JE M%), under which the major task is to establish a unified

platform for population health information, centralising the health and medical big data, and adopting classification
management and sharing methodology.

On 25 April, 2018, the State Council issued its Opinions on Promoting the Development of Internet plus
Healthcare (5T fi¢ #t“ B BE M+ 2297 B & 117 L), which emphasised that local governments should
co-ordinate to facilitate the establishment of the unified national health information platform which will
gradually be connected with the national data sharing platform.

Within this background, from 2017, several provinces and cities (such as Qinghai, Guizhou, Guangdong,
Fuzhou city of Fujian) issued local administrative rules on utilisation and management of health and
medical big data.

On 12 July, 2018, NHC, from national level, promulgated the 2018 Health and Medical Big Data Measures,
which define health and medical big data as "health and medical aggregate information generated in the
course of disease control and prevention, as well as health management”, and request that "all kinds
of medical institutions at all levels should connect with the corresponding regional platforms of national
health information, transmit and backup the data generated during healthcare services, and provide the
monitoring ports to the health administrative departments” (Articles 4 and 38, 2018 Health and Medical Big
Data Measures).

With a broad interpretation, the following types of information concerning patients and their
aggregate data generated by medical institutions may fall into the concept of health and medical big data

or population health data:

. Medical Records.

Medical Prescription Records.

. Other MI Operation Information.

8/71


http://uk.practicallaw.thomsonreuters.com/4-616-3729?originationContext=document&amp;vr=3.0&amp;rs=PLUK1.0&amp;transitionType=PLDocumentLink&amp;contextData=(sc.Default)
http://uk.practicallaw.thomsonreuters.com/4-616-3729?originationContext=document&amp;vr=3.0&amp;rs=PLUK1.0&amp;transitionType=PLDocumentLink&amp;contextData=(sc.Default)
http://uk.practicallaw.thomsonreuters.com/4-616-3729?originationContext=document&amp;vr=3.0&amp;rs=PLUK1.0&amp;transitionType=PLDocumentLink&amp;contextData=(sc.Default)

@\ * R 2 E S
&2/ GLOBAL LAW OFFICE

For different types of data, Chinese law imposes different implications on network operators for
collection, storage and utilisation.

Cybersecurity obligations

The 2016 Cybersecurity Law requires the establishment of a comprehensive graded protection regime
for cybersecurity, including various general obligations and requirements applicable to network
operators, and an additional set of obligations specifically on Cll operators.

A network operator refers to the owner, manager or internet service provider of a network (Article 76(3), 2016
Cybersecurity Law). For example:

. A medical institution is the network operator of its system (such as the EMR or hospital information
system).

. A pharmaceutical company is the network operator of its owned or managed internal system,
software and website.

Security protection
Under the 2016 Cybersecurity Law, all the network operators are obligated to ensure the security of their
networks, including:

. Forming a protective system dependant on the corresponding grade.

«  Taking necessary technical measures (such as data classification, and backup and encryption of
important data).

. Developing emergency plan for cybersecurity events.

. Providing technical support and assistance for authorities' investigations.

(Articles 21, 25 and 28.)

For detailed discussion, see Legal update, China passes Cybersecurity Law: Cybersecurity obligations.

Data localisation for Cll operators
As the operation safety of Cll concerns the national and society safeguard, Cll operators must take up
stricter and more complicated measures to secure their networks.

The 2016 Cybersecurity Law requires Cll operators to store within China, personal information and
important data that was collected or generated in China during their onshore operation; however, these
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may be transmitted abroad on the successful completion of a security assessment (Article 37). See also
Data export implications.

The concrete list of Cll has not been promulgated. During CAC's 2016 and 2017 CIl status surveys,
urgent care centres and medical institutions' operation systems were among the targets. It is likely that
information generated by medical institutions may be subject to data localisation in the future.

For an overview of the general data localisation requirement under the 2016 Cybersecurity Law, see Practice note,
Cross-border data transfers: China : Data localisation under the 2016 Cybersecurity Law.

Utilisation and localisation for health and medical big data

Medical institutions are obligated to transmit and backup the data generated during their operations
to the corresponding central-managed platform, and provide access to local counterparts of NHC for
their monitoring (see Health and medical big data). Future legislative trends might require data sharing
and disclosure by medical institutions to third parties be subject to strict monitoring and restrictions,
coupled with classification and cataloguing of different types of health and medical data.

In addition, considering the sensitiveness of health and medical big data, data localisation is always a
fundamental principal. Under the 2014 Population Health Information Measures, all medical, health care,
and family planning service entities are required to store population health information in onshore servers
and the information cannot be stored in an overseas server or through a hosted or rented overseas
server (Article 10). Article 30 of the 2018 Health and Medical Big Data Measures, adopting same principal,
requires all health and medical big data be stored in safe and trustworthy servers within China and that
the export of such data should only be permitted on an as needed basis after satisfying a security
assessment.

Data privacy obligations
The 2016 Cybersecurity Law requires network operators to keep the user information they collect strictly
confidential, and to establish and improve their user information protection systems.

More specifically:
. The collection and using of personal information must follow the principle of "lawful,

justifiable and necessary".

. A network operator must expressly notify the data subject the purpose, method and scope of the
collection and use, and obtain corresponding consent from the data subject.

. In case there is any leakage or damage of the personal information stored, the operator must
immediately take remedy actions, inform the data subject and file a report to competent
authorities.
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(Articles 41-43.)

From the national standard perspective, 2017 Personal Information Security Specifications provide
detailed guidance on the protection of personal information and sensitive personal information, including
requirements and protective measures during the collection, storage, transfer and sharing and retention
of personal information.

The Draft Guide for Health Information Security, on the other hand, is aimed to provide guidance of
cybersecurity and data protection on the following typical scenarios involving health and medical big
data:

. Sharing among medical institutions.

. Utilisation during online medical treatment.

. Management by the centralised platform.

«  Application of health and medical sensing devices.
. Application of software or apps.

. Clinical trials.

. Insurance.

. Repair and maintenance of medical devices.

Under each scenario, the draft guide intends to provide detailed rules for involved parties, covering data
transmit, storage, access control, de-identification, safety measures, audit management, and so on. The
guide, upon adopted, could play an important role in healthcare industry regulation.

For more information, see:

. Legal update, China passes Cybersecurity Law: Data privacy obligations.
. Practice note, Data privacy in China.

. Practice note, Data breach notification in China.

Data export implications
Provision of personal information and important data generated within China to overseas entities (including

storing in overseas servers or granting access to overseas entities) is deemed as data export, which
would only be allowed after the completion of corresponding data export security assessment.
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The final legislation regarding data export security assessment has not been promulgated. However,

. On 11 April 2017, the CAC circulated for public comments the Measures on Security Assessments for the
Export of Personal Information and Important Data (Draft for Comments) (/™ A\ {5 B A1 & B H 3 H 3% 224 ¥

flifpik (fEsRE WA )(see Legal update, CAC circulates draft rules on exporting personal information and
important data).

. On May 19, 2017, the CAC called an internal meeting with the US-China Business Council and
its several member companies to discuss a revised draft version of the above rule (2017 CAC
Revised Draft Measures on Data Export), and the full text of the same is not publically circulated.

. On 30 August 2017, the National Information Security Standardisation Technical Committee (TC 260)
circulated for public comments its revised draft of the Guidelines for the Security Assessment of Data Export
(Draft for Comments) (2017 Data Export Security Assessment Draft Guidelines) (#4f H 1% 22 4= i i f5 74

(fiE3R = ILF5) )(see Legal update, TC 260 circulates revised draft guidelines on data export security
assessments). TC 260's guidelines are non-binding national standards, but like all its other
standards, should play an important role in filling the legislation gap and predicting the authority's
enforcement stance on specific issues.

According to the 2017 CAC Revised Draft Measures on Data Export, for any export of personal
information and important data, a network operator (which does not necessarily have to be a ClI
operator) must:

. Have informed consent from the data subject. The network operator should notify the data
subject of the transferring details (including the purpose, scope, type and the county or region
where the recipient locates), and should obtain the consent from the data subject. The consent
can be inferred where the data subject initiates the export (such as making international phone
calls, sending emails or instant messages to the overseas recipient, and making cross-border e-
commerce transactions).

. Complete necessary security assessment. Specifically, where the number of data subjects is
below 500,000 individuals, the assessment can be performed by the network operator itself.
However, where the number of data subjects accumulatively reaches 500,000 individuals, the
security assessment needs to be formed by the CAC, or its authorised industrial authority.

The 2017 CAC Revised Draft Measures on Data Export further provide that data may not be exported if
any of the following circumstances is identified during a security assessment:

«  Where there is no consent from the data subject.

. Where the export may damage public and national interests.

. Where the export may endanger the security of national politics, territory, military, economy,
technology, culture, society, information, ecological environment, resources, nuclear facilities
and so on.

+  Where there are other prohibited circumstances that the CAC or other authorities may determine.
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Violation liabilities
The laws and regulations governing cybersecurity and data privacy in China provide for a wide
range of civil, administrative and criminal sanctions and penalties for violations.

Civil liabilities

Under the 2017 Civil Code Provisions, the methods of assuming civil liabilities include, among others:
. Stopping the infringement.

. Compensating for the actual and direct loss.

. Paying liquidated damages.

. Eliminating the impact.

. Apologies.
(Article 160.)

As there is no support of punitive damages under Chinese civil law, the number of civil claims raised by
individuals(normally, patients) is limited.

Administrative liabilities
The 2016 Cybersecurity Law stipulates different liabilities for network operators' violations.

Violations Penalties
Failure to establish a protection system or timely . The network operator must correct as per the
perform an emergency plan. requirement of the competent local MPS or the
CAC.
. In the case of any refusal of correction, or a

damage to network security, authorities may
impose a fine of RMB10,000-100,000 on the
operator, and RMB5,000-50,000 on the
person directly in charge.

. Where the violator is a Cll operator, the
penalties will be significantly increased to a
fine of RMB100,000-1,000,000 on the operator
and RMB10,000-100,000 on the person
directly in charge.

(Article 59.)
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. Failure to comply with the principle of being
lawful, justifiable and necessary for collecting
and using personal information.

. Failure to delete or correct relevant information
as per the request of a data subject.

Unlawfully obtaining, selling or providing personal
information to others.

Unlawfully storing network data or providing network
data overseas by ClIl operators

. Relevant authorities may require rectification,
issue warnings, confiscate illegal gains, or
impose a fine of one to ten times of the illegal
gains.

. Where there is no illegal gain, authorities
may impose a fine up to RMB1million on the
operator, and RMB10,000-100,000 on the
person directly in charge.

. Where the circumstances are serious,
authorities may suspend the operator's
business, close down the website, or revoke
relevant business permits or the business
licence.

(Article 64.)

. The competent local MPS may confiscate the
illegal gains, and impose a fine of one to ten
times of the illegal gains.

. Where there is no illegal gain, authorities
may impose a fine up to RMB1million on the
operator.

. Authorities may require rectification, issue
warnings, confiscate illegal gains, and impose a
fine of RMB50,000-500,000 on the operator and
RMB10,000-100,000 on the person directly in
charge.

. Authorities may also order the operator to
suspend relevant business, close down the
website, or revoke relevant business permits or
the business licence.

(Article 66.)
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Criminal liabilities

The NPC passed the 2015 Criminal Law Amendment (IX) on 29 August 2015. The amendment, which took
effect on 1 November 2015, creates new offences and increases penalties for data privacy and
cybersecurity violations (among other things). The principal changes are:

. Increased scope and penalties for offences of the sale or disclosure of personal information.

. New offences of violating cybersecurity laws, which apply to internet service or content providers
and their responsible persons.

. New offences of using and facilitating the use of information networks for an illicit purpose.

(For detailed discussions, see Legal update, Criminal Law amendment: new individual and corporate offences for
data privacy and cybersecurity violations.)

Subsequently, the 2017 Judicial Interpretation on Privacy Criminal Offences clarifies sentencing standards for
"serious" and "particularly serious" criminal offences. (For more information, see Legal update, SPC and SPP release
interpretation on criminal infringement of personal information.)

For example, where a network operator unlawfully obtains, sells or provides others with over 500 pieces of
personal information concerning health, the criminal offence is likely triggered. The criminal liabilities
are three to seven years of imprisonment for the responsible person, with concurrently a fine of one to

five times of the illegal gains on the operator. (Articles 5 and 12, 2017 Judicial Interpretation on Privacy Criminal
Offences and Article17, 2015 Criminal Law Amendment (1X).)

Information governance: best practices for healthcare industry
Strong information governance is a key for many healthcare data compliance issues, including ensuring

compliance with the relevant cross-border transfer and local storage rules.

For medical institutions and their co-operators or investors

Medical institutions and practicing physicians are normally the collectors of patient data. In practice, co-
operators or investors of medical institutions may intend to obtain the data generated by medical
institutions, especially labs or institutions with overseas background.

Where a medical institution shares data with its co-operator or investor, the following rules need to be
followed:

. The medical institution should obtain informed consent from patients on the collection, use and
transfer of their personal information.

. With respect to patients' medical records (including EMR), the medical institution should be
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responsible for the storage and management of medical records. Any storage and process of

medical records by other entities should require an express authorisation from the medical
institution, and any disclosure of patients’ medical records for non-medical, non-teaching or
non-research purposes is forbidden.

+  The health and medical big data or population health data generated by the medical institution
needs to be stored and processed within China.

Besides, as it is possible that a medical institution may constitute a CIl operator, any cross-border
transfer of data generated in its core system may face restriction, depending on the further development
of CAC's regulations.

For pharmaceutical companies

Normally, for pharmaceutical companies (especially multinational companies), data will be centralised,
stored and processed in a specific system. During operation of the system, the following key questions
need to be analysed.

. Who is the network operator? Sometimes the concerning system is owned by an overseas
headquarter, and operated by local subsidiaries with the authorisation from the headquarter.
Under this circumstance, Chinese authorities may view the overseas headquarter as the network
operator. To identify the network operator is actually to identify who is the responsible person to
assume relevant obligations under the 2016 Cybersecurity Law.

What kind of data is involved? In practice, the data involved in the operation of pharmaceutical
companies may contain personal information (patients, potential consumers, physicians and so
on) and medical and health aggregate data. The data sources of pharmaceutical companies may
come from different channels, including self-collection by employees, collection from medical
institutions or third party agents. Different types of data may face different protection
requirements:

. for personal information, informed consent of the data subject is necessary and in case the
consent may not be obtained, de-identification could be an effective risk mitigation method;
and

. for medical records and health and medical big data/population health data obtained from
medical institutions, local storage and utilisation is recommended and this needs an express
authorisation from medical institutions.

(For more information, see Healthcare data.)

. Is there any cross-border transfer? The system, in certain circumstances, may directly be
based on an overseas server or open access to overseas affiliates without limitation. In such
cases there could happen cross-border data transfers.
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Though the 2017 CAC Revised Draft Measures on Data Export is only at a drafting
stage (see Data export implications), itis possible that pharmaceutical companies may
need to establish a security assessment mechanism on cross-border data transfers once
the final version is promulgated.

Taking reference from the 2017 Data Export Security Assessment Draft Guidelines, key
assessment elements may include:

. Justified and necessary needs (that is, necessary for the business' operation,
contractual obligations and so on).

. A plan of risk control.
. Protective capacity of the sender and recipient.

. The legislative or political environment of the recipient's country.

It is common for pharmaceutical companies to have a centralised system to receive
data from subsidiaries and affiliates in various jurisdictions. In such cases, legislation
of more than one jurisdiction might be applied to the same single system. In those
circumstances, companies are recommended to have a gap analysis over the system.
Such analysis will assess the current status and practices of the company, compare
the requirements of various jurisdictions and conclude a risk-based standard most
suitable to the company.

Alan Zhou is a partner, based in our Shanghai Office. He is
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